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Executive Summary

The convergence of generative AI, deepfake technology, and social engineering has

produced an escalating cybersecurity crisis that the vast majority of organizations are ill-

equipped to handle. Across 19 sources analyzed for this report, the evidence consistently

demonstrates explosive growth in AI-powered fraud, alarmingly low organizational

preparedness, and a fundamental erosion of trust-based verification systems that modern

commerce depends on.

The threat is growing at unprecedented velocity. The total number of deepfakes online

increased from roughly 500,000 in 2023 to over 8 million in 2025, a nearly 900% annual

growth rate [3], [4], [12]. Deepfake fraud attacks surged 3,000% since 2022 [9], with

voice cloning fraud alone rising 680% year-over-year [3], [5]. AI-enabled fraud grew

1,210% in 2025, compared to just 195% for traditional fraud [7]. In the financial sector,

deepfake incidents rose 700% in 2023 [18].



Financial losses are staggering and almost certainly undercounted. US corporate

account losses from deepfake fraud tripled from $360 million in 2024 to $1.1 billion in 2025

[2], [3], [6], with global Q1 2026 losses already exceeding $200 million [2]. The FBI's 2025

Internet Crime Report logged more than 22,000 AI-related fraud complaints with losses

exceeding $893 million [8], yet Congressional researchers estimate fewer than 5% of

voice clone scam victims ever report their losses [8]. Deloitte's Center for Financial

Services projects that generative AI-enabled fraud losses could reach $40 billion annually

by 2027 [2], [3], [4], [7], [8], [18].

Companies are not ready. Eighty percent of companies lack any established deepfake

response protocol [4], only 5% have comprehensive prevention measures in place [4], and

only 32% of corporate executives believe their organizations are prepared to handle a

deepfake incident [3], [9]. More than half of business leaders admit their employees have

received zero training on recognizing deepfake attacks [4], [14], and 25–31% of executives

either lack familiarity with deepfake technology or do not believe it has increased their

company's fraud risk [4], [14].

Human detection has failed. People correctly identify high-quality deepfake videos only

24.5% of the time—worse than random chance [4], [5]. AI can clone a voice from just

three seconds of audio [5], [6], [8], [12], and the technology has crossed what experts

describe as an "indistinguishable threshold" [12]. Traditional verification methods

including voice recognition, video calls, and callback protocols are now unreliable against

AI-generated impersonations [1], [5], [12].

A critical caveat pervades the evidence base. Nearly every source analyzed has a

commercial interest—cybersecurity vendors, fraud investigation firms, security awareness

training companies, and consultants—in amplifying the perceived severity of the threat

[1], [2], [3], [4], [5], [6], [7], [8], [13], [15], [16], [17], [18], [19]. The absence of

independent academic research, government assessments, or data from organizations

that successfully repelled deepfake attacks is a significant evidentiary gap. While this does

not invalidate the evidence, it means the aggregate picture may systematically overstate

threat severity, understate existing defenses, and frame vendor products as necessary

responses.

Key Questions Answered

How fast is AI-powered fraud growing?

The growth is explosive across every measurable dimension:

• Deepfake volume: Online deepfakes increased from roughly 500,000 in 2023 to over 8

million in 2025, a nearly 900% annual growth rate [3], [4], [7], [12].

• Attack volume: Deepfake fraud attempts spiked 3,000% since 2022 [9], with an

attempt occurring every 5 minutes in 2024 according to Entrust [9]. Documented

incidents quadrupled the 2024 total by mid-2025 [3].

• Voice cloning: Voice cloning fraud surged 680% in a single year [3], [5]. Deepfake-

enabled vishing attacks surged over 1,600% in Q1 2025 compared to Q4 2024 in the US

[8].

• AI vs. traditional: AI-enabled fraud grew 1,210% in 2025, compared to 195% for

traditional fraud, according to Pindrop data cited via Infosecurity Magazine [7].



• BEC attack volume: Business Email Compromise attack volume surged 103% in 2024

[13], with 40% of BEC phishing emails flagged as AI-generated by Q2 2024 [13].

• Financial sector specifically: Deepfake incidents in fintech surged 700% in 2023 [18].

• Retail impact: Some major retailers reported receiving over 1,000 AI-generated scam

calls per day as of November 2025 [12].

The deepfake technology market itself is projected to grow from $536.6 million in 2023 to

$13.9 billion by 2032 [9].

How large are the financial losses?

Quantified losses are substantial but almost certainly represent only a fraction of actual

losses:

• US corporate losses: $1.1 billion in 2025, triple the $360 million lost in 2024 [2], [3], [4],

[6].

• Global Q1 2026: Over $200 million in just the first quarter [2].

• Per-incident costs: Average losses per deepfake fraud incident exceed $500,000, with

large enterprises losing an average of $680,000 per attack [4], [5]. The average global

cost of a successful vishing incident is estimated at $14 million [19].

• BEC losses: $2.7 billion globally in 2025 according to FBI data [13], and $2.77 billion

across 21,442 incidents in 2024 [7], [8]. Cumulative BEC losses between 2013 and 2018

totaled nearly $13 billion [13].

• Total US cybercrime: FBI IC3 recorded $16.6 billion in total US cybercrime losses in

2024, a 33% year-over-year increase [7].

• FBI AI fraud data: The FBI's 2025 Internet Crime Report logged over 22,000 AI-related

fraud complaints with losses exceeding $893 million [8].

• 2027 projection: Deloitte's Center for Financial Services projects generative AI-

enabled fraud losses could reach $40 billion annually by 2027, growing at a 32% CAGR

from $12.3 billion in 2023 [2], [3], [4], [7], [8], [18].

• Corporate profit impact: Damages from individual deepfake attacks reached as high as

10% of companies' annual profits in some cases [14], with the median annual profit of

respondent companies at $450,000 [14].

The true scale of losses is likely much larger. Congressional researchers estimate fewer

than 5% of voice clone scam victims report their losses [8], and IBM (2024) is cited for

widespread underreporting of deepfake fraud generally [2]. One claim puts global scam

losses above $1 trillion with only a 4% recovery rate [13], though this figure encompasses

broader fraud categories and should be treated with caution.

Are companies prepared?

By nearly every available metric, the answer is no. The evidence is consistent across

multiple surveys and analyses:

• No protocols: 80% of companies have no established protocols or response plans for

deepfake-based attacks [4]. A more granular US C-suite survey found 61% lacked any

established protocols for deepfake risks [14].

• Minimal prevention: Only 5% of company leaders report having comprehensive

deepfake attack prevention across multiple levels [4].

• Self-assessed readiness: Only 32% of corporate executives believe their organizations



are prepared to handle a deepfake incident [3], [9], while 44% expect one within the

next year [9].

• Executive denial or ignorance: 31% of executives do not believe deepfakes have

increased their company's fraud risk [4], and roughly 25% of company leaders admit to

having little or no familiarity with deepfake technology [4], [14].

• No training: More than half of business leaders admit their employees have received

zero training on recognizing or dealing with deepfake attacks [4], [14]. In the UK

specifically, only 19% of businesses provide any form of cybersecurity training [4].

• No confidence: 32% of leaders had no confidence their employees could recognize

deepfake fraud attempts [14].

• Threat perception: 85% of executives view deepfake incidents as an "existential" threat

to financial security [9]. Eighty-seven percent of leaders reported rising AI-related

vulnerabilities (WEF Global Cybersecurity Outlook 2026) [7], and 94% expect AI to be

the most significant cybersecurity force in 2026 [7].

• Current exposure: 73% of organizations were directly affected by cyber-enabled fraud

in 2025 [7], and 72% of companies experienced some form of fraud [14]. More than

10% of companies in one survey had faced deepfake fraud (attempted or successful)

over their history [14].

Fortune argues that the communications gap is even wider than the security gap—

corporate communications and brand teams remain dangerously unprepared, treating

deepfakes as someone else's (IT, cybersecurity, finance) problem [3]. There is no

established crisis protocol for incidents involving a synthetic likeness of a CEO

authorizing fraud or a fabricated video going viral [3].

Critical caveat on preparedness data: All available preparedness data comes from self-

reported surveys [3], [4], [14], where respondents assess their own readiness. No source

provides observed or tested preparedness metrics (e.g., red-team exercise results, actual

incident response performance). Self-reported data may understate the problem

(respondents may not know what they don't know) or overstate it (surveys conducted by

vendors selling solutions may sample toward concerned respondents). The absence of

independent, methodologically rigorous readiness assessments is itself a significant

finding.

Can humans detect deepfakes?

Not reliably. The evidence across multiple sources is sobering:

• Humans correctly identify high-quality deepfake videos only 24.5% of the time—worse

than random chance (50%) [4], [5].

• Twenty-four percent of employees say they are not confident they could distinguish a

deepfake voice from a real one [8].

• In a September 2024 study by Lisbon University, 52% of test subjects believed they

were speaking with a real person when interacting with an AI vishing bot [19].

• AI can now clone a voice using just three seconds of audio [5], [6], [8], [12].

• Voice cloning has crossed what one expert calls an "indistinguishable threshold" where

only a few seconds of audio can produce convincing clones with natural intonation,

emotion, and breathing patterns [12]. CBC News Marketplace testing confirmed

clones are "largely indistinguishable from real ones" [12].

• Forensic artifacts that previously served as reliable detection cues for video deepfakes

(face flickering, edge blurring) have been eliminated in modern generation systems



[12].

• Traditional security controls including video calls, voice recognition, and callback

verification are no longer reliable [1], [5], [12].

• Gartner projects that by 2026, 30% of enterprises will no longer consider standalone

identity verification solutions reliable in isolation [8].

The sources collectively suggest that the era of "trust your eyes and ears" is effectively

over for corporate verification workflows.

What specific attack vectors are emerging?

The sources identify a rapidly expanding taxonomy of AI-powered attacks:

Voice cloning phone fraud (Voice-BEC / V-BEC): The oldest documented form.

Attackers clone a CEO's voice from short public audio samples using deep-learning

text-to-speech systems, then make follow-up calls typically lasting about 30

seconds to demand urgent payments [5,11,12,13,15].

01

Deepfake video conference fraud: The most financially devastating form. Attackers

fabricate entire multi-person video conferences with AI-generated participants.

The Hong Kong case ($25–39 million) [2,5,6,7,8,9,14] demonstrated this capability.

02

AI-generated spear-phishing emails: Generative AI produces convincing

personalized phishing emails in under five minutes [15]. AI-powered phishing

achieves click-through rates 4.5 times higher than traditional phishing [7].

03

Chatbot-in-the-loop phishing: AI chatbots engage victims in interactive,

convincing conversations to extract information or credentials [15].

04

Autonomous multi-step attack agents: AI agents that chain multiple attack steps—

reconnaissance, email crafting, follow-up, response handling—without human

intervention [15].

05

Synthetic-video CEO fraud: Real-time deepfake video impersonation of executives

in live video calls [12,15].

06

AI-optimized QR phishing with MFA fatigue: AI-optimized phishing using QR

codes combined with repeated MFA push notifications to wear down targets [15].

07

Deepfake phishing via messaging: CEO impersonation through fake messaging

accounts paired with AI-cloned voices [3].

08

Synthetic identity fraud: Broader creation of fictitious personas using AI-

generated faces and documents, particularly impacting the media sector (274%

increase in identity fraud between 2021 and 2023) [2] and insurance (fabricated

claims) [2].

09

Deepfake job candidates: DPRK IT worker schemes using deepfake job candidates,10



affecting 136+ US companies with operatives earning $300,000+ per year [7].

Deepfakes are moving toward real-time synthesis—the ability to generate entire video-

call participants live, with closely resembling human nuances [12]. This means the familiar

advice to "verify over a video call" is becoming obsolete.

Core Findings

1. The Scale of the Deepfake and AI-Powered Fraud Crisis

The evidence from multiple independent sources indicates that deepfake-enabled fraud

has moved far beyond proof-of-concept demonstrations into systematic, large-scale

criminal operations operating at industrial scale.

Volume explosion. The total number of deepfakes increased from 500,000 in 2023 to over

8 million in 2025 [3], [4], [7], [12]. Fraud attempts spiked 3,000% in 2023 [4], [5], [9], and

documented incidents quadrupled the 2024 total by mid-2025 [3]. Deepfake-enabled

vishing attacks surged over 1,600% in Q1 2025 compared to Q4 2024 in the US [8].

Financial escalation. US corporate account losses tripled from $360 million in 2024 to $1.1

billion in 2025 [2], [3], [4], [6]. Global deepfake fraud incidents exceeded $200 million in

Q1 2026 alone [2]. Fortune estimated $1.1 billion lost from US corporate accounts in a

single year [2]. The trajectory from 2019 (isolated incidents in the low hundreds of

thousands) [3], [5], [11] through 2024 ($360 million US corporate losses; $39 million

single incident in Hong Kong) [3], [5] to 2025 ($1.1 billion US; $547.2 million in just the first

half) [4] represents a steeply accelerating curve.

Voice cloning surge. Voice cloning fraud rose 680% in one year [3], [5], representing one

of the fastest-growing attack vectors within the broader deepfake category. Three

seconds of audio is now sufficient to produce a convincing clone [5], [6], [8], [12].

Per-incident cost. Losses per deepfake fraud incident now exceed $500,000 on average,

with large enterprises losing an average of $680,000 per attack [4], [5]. The average

global cost of a successful vishing incident is estimated at $14 million [19]. These figures

position deepfake fraud as comparable to or exceeding traditional business email

compromise in per-incident cost, though no source provides a direct comparison.

BEC as the dominant vector. BEC attacks, already responsible for $2.7 billion in global

losses in 2025 according to FBI data [13], are being turbocharged by AI. BEC attack

volume surged 103% in 2024 [13], 89% of BEC attacks impersonate authority figures like

CEOs [13], 75% of BEC attacks demand action within 24–48 hours [13], and over 70% of

organizations have faced at least one BEC attack [13].

Projection trajectory. Deloitte's Center for Financial Services projects generative AI-

enabled fraud losses could reach $40 billion annually by 2027, growing at a 32% CAGR

from $12.3 billion in 2023 [2], [3], [4], [7], [8], [18]. Under an aggressive adoption

scenario, generative AI-enabled email fraud alone could cost up to $11.5 billion by 2027

[18]. These projections are cited across multiple sources but originate from Deloitte's

proprietary models with limited methodological transparency [18].



2. Documented Incidents Span Multiple Continents and Attack Types

Several high-profile cases anchor the statistical claims in verifiable events:

IINNCCIIDDEENNTT DDAATTEE LLOOSSSS MMEETTHHOODD SSOOUURRCCEESS

UK energy

company CEO

voice clone

March

2019

€220,000

($243,000)

AI-cloned CEO voice on

phone call, convincing

subsidiary CEO to

transfer funds to

Hungarian supplier

[3], [5],

[9], [11]

Hong Kong

multinational

(Arup)

January

2024

$25–39

million (200

million HKD)

Fabricated multi-person

video conference;

finance professional

made 15 transfers to 5

bank accounts

[2], [5],

[6], [7],

[8], [9],

[14]

Italy defense

minister

impersonation

February

2025

~€1 million

(attempted/

received)

Cloned voice of Defense

Minister Guido

Crosetto; targeted

Prada co-CEO Patrizio

Bertelli, designer

Giorgio Armani, Pirelli

executive Marco

Tronchetti Provera, and

billionaire Massimo

Moratti

[3], [10]

Singapore

finance director

March

2025
$499,000

Deepfake Zoom call with

fake executives
[5], [6]

WPP executive

impersonation
May 2024

Failed

attempt

AI voice clone on

Microsoft Teams call

demanding urgent

payment

[9],

[13], [15]

Global ad

company CEO
2025

Failed

attempt

Fake WhatsApp account +

AI-cloned voice
[3]

Key analytical observations:

• The Arup/Hong Kong case is the most cited incident (appearing in 8+ sources) and is

particularly significant because it demonstrated that attackers can orchestrate multi-

person video conferences entirely composed of AI-generated participants [5], [9]. The

employee had initially suspected a phishing email but was convinced by the video call

[9]. Hong Kong police determined the deepfakes were created using existing video and

audio footage from online conferences and virtual company meetings [9]. This means

even the internal consistency check of "multiple colleagues on a call" can be subverted.

• The Italy defense minister case shows deepfake fraud extending beyond corporate

targets into government impersonation with geopolitical implications [3], [10]. The

coordinated targeting of multiple high-profile executives simultaneously [10]

demonstrates that attackers are running sophisticated, multi-target campaigns.

• The progression from 2019 to 2025 is stark. The €220,000 energy sector attack in

2019 was described by cybercrime experts as an "unusual" instance of AI being used in

hacking at the time [11]. By 2025, AI-generated scam calls are measured in the

thousands per day for individual companies [12], and coordinated campaigns target

multiple high-profile victims simultaneously [10].



• No source provides recovery data for any of these incidents. What happened to the

$25.6 million stolen from Arup? Was any recovered? Were perpetrators identified? [6],

[7], [8], [9] No source answers these questions.

3. Corporate Preparedness Is Dangerously Low

Across multiple surveys and analyses, the picture of corporate readiness is consistently

bleak. This section synthesizes preparedness data from the business.com survey of 244 US

C-suite executives [14], broader surveys cited in Fortune [3], and Keepnet Labs analyses

[4]:

Awareness deficit. Thirty-one percent of executives do not believe deepfakes have

increased their company's fraud risk [4], [14]. Roughly 25% of company leaders admit to

having little or no familiarity with deepfake technology [4], [14]. Twenty-five percent of

leaders themselves were barely or not at all familiar with deepfake technology [14].

Training vacuum. More than half of business leaders admit their employees have received

zero training on recognizing or dealing with deepfake attacks [4], [14]. In the UK

specifically, only 19% of businesses provide any form of cybersecurity training (UK Cyber

Security Breaches Survey 2025) [4]. The EU figure of 72% of companies expecting more

sophisticated AI-driven attacks in 2025 [4] suggests awareness is growing in Europe, but

awareness without corresponding action is insufficient.

Protocol absence. Eighty percent of companies have no deepfake response plans [4]. A

more granular US survey found 61% lacked any established protocols for deepfake risks

[14]. Fortune specifically notes the absence of established crisis protocols for synthetic

likeness incidents [3]. Only 5% have comprehensive multi-level prevention [4].

Structural coordination failure. Fortune highlights that communications teams, legal

departments, cybersecurity, and investor relations are not coordinating on deepfake

scenarios [3]. Deepfake tabletop exercises have not been widely adopted [3]. There is no

established crisis protocol for incidents involving a synthetic likeness of a CEO

authorizing fraud or a fabricated video going viral [3].

Financial context. Companies in the business.com survey had a median annual profit of

$450,000 [14], and damages from deepfake attacks reached as high as 10% of companies'

annual profits in some cases [14]. This suggests even a single successful deepfake attack

could be existentially threatening for mid-size businesses.

Sector-specific concern. Even among financial institutions—presumably the most

security-conscious sector—93% expressed concerns over AI-powered fraud, indicating

widespread anxiety about the gap between threat capability and defensive posture [13].

4. Detection Is Fundamentally Challenging at Human and Technical
Levels

Multiple sources emphasize that detection of deepfakes is becoming progressively harder

across every dimension:

Human detection failure. Humans correctly identify high-quality deepfake videos only

24.5% of the time [4], [5], which is worse than random guessing (50%). Twenty-four

percent of employees say they are not confident they could distinguish a deepfake voice

from a real one [8]. In the Lisbon University study, 52% of test subjects believed they

were speaking with a real person when interacting with an AI vishing bot [19].



Speed mismatch. Manual verification methods are insufficient against deepfake AI tools

that operate at machine speed [1]. The gap between attack generation speed and human

analysis speed creates an inherent asymmetry.

Minimal audio requirements. AI can clone a voice using just three seconds of audio [5],

[6], [8], [12], meaning virtually any public speech, earnings call, or media interview

provides sufficient material for attackers.

Biometric bypass. AI-generated impersonations can bypass standard security

mechanisms such as voice recognition and facial authentication [1], undermining the very

systems many organizations rely on for identity verification.

Adaptive attackers. Cybercriminals continuously train their AI models using machine

learning, enabling adaptive and context-aware deepfakes that evolve to evade detection

[1].

Video realism threshold. Forensic artifacts that previously served as reliable detection

cues (face flickering, edge blurring) have been eliminated in modern generation systems

[12]. Voice cloning has crossed an "indistinguishable threshold" where synthetic voices

are largely indistinguishable from real ones [12].

Detection technology gaps. Tech companies' deepfake detection systems (watermarking,

metadata tagging) are not yet foolproof [2]. For audio deepfakes, the technology industry

is acknowledged as being behind in developing tools to identify fake content [18]. No

source provides data on the effectiveness or false positive rates of recommended AI-

powered analytics [1], [4], [5].

Critical gap. No source provides systematic data on what percentage of deepfake attacks

succeed versus being detected or blocked [4]. Without this success-rate data, the true

risk level remains uncertain.

5. AI Is Transforming the Social Engineering Attack Chain

The progression from traditional to AI-powered social engineering represents a

qualitative shift in attack capability. The traditional social engineering playbook—relying

on emotional pleas, urgency, and trust-building [16]—has been supercharged by AI. What

once required human skill and charisma can now be automated and scaled [19].

The attack lifecycle described across sources follows a consistent pattern [6], [7], [8],

[9], [15]:

1. Reconnaissance: Attackers harvest publicly available audio and video from

conferences, social media, earnings calls, and virtual meetings [6,9]. Hong Kong police

confirmed the Arup deepfakes were created from online conference footage [9]. AI

enables automated harvesting and synthesis of personal information [17].

2. Content generation: AI tools generate convincing voice clones from as little as 3

seconds of audio [6,8,12] and video deepfakes that have reached an "indistinguishable

threshold" [12]. Generative AI can produce convincing spear-phishing emails in under

five minutes [15].

3. Social engineering execution: Attackers proactively suggest video calls to build false

confidence and bypass verification instincts [6]. They create urgency, often

impersonating multiple executives simultaneously to overwhelm the target's critical

thinking [6,9]. AI vishing bots use emotion, accents, and empathy to appear "scarily

human-like" [19].



4. Financial extraction: The target, convinced they are interacting with legitimate

leadership, authorizes wire transfers. The Arup employee made 15 separate transfers

to 5 bank accounts [9]. Seventy-five percent of BEC attacks demand action within 24–

48 hours, exploiting time pressure to bypass verification procedures [13].

The psychological manipulation inherent in social engineering—leveraging authority bias,

urgency, and persistence to bypass standard verification processes [13], [16]—remains

the core mechanism, but AI amplifies it by making communications more convincing,

more personalized, and faster to produce.

The "indistinguishability problem" is the most consequential technical claim. If voice and

video can be synthesized in real time, calling back to verify a request provides no

additional security [12], [15]. If the content is genuinely indistinguishable, no amount of

training can reliably detect it [12]. The only defenses that remain viable at this technical

threshold are infrastructure-level (cryptographic content provenance via C2PA

specifications) and procedural (out-of-band verification through pre-established

protocols that cannot be spoofed) [12], [15].

6. Business Email Compromise Is the Dominant AI-Enhanced Vector

BEC has become the primary vehicle through which AI capabilities are weaponized

against companies:

• Scale: FBI data shows $2.7 billion in global BEC losses in 2025 [13] and nearly $13 billion

cumulatively between 2013 and 2018 [13]. One report (Eye Security) claims 73% of

cyber incidents in 2024 were BEC-related [13]. Business Email Compromise alone

accounted for $2.77 billion across 21,442 incidents in 2024 [7], [8].

• Volume surge: BEC attack volume surged 103% in 2024 [13].

• AI integration: 40% of BEC phishing emails were flagged as AI-generated by Q2 2024

[13]. AI-driven fraud tactics increased by 118% in 2024 [13].

• Impersonation dominance: 89% of BEC attacks impersonate authority figures like

CEOs [13].

• Prevalence: Over 70% of organizations have faced at least one BEC attack [13].

• Urgency exploitation: 75% of BEC attacks demand action within 24–48 hours [13].

AI amplifies BEC by making communications more convincing, more personalized, and

faster to produce. The traditional "spot the typo" security awareness training is no longer

effective against AI-generated phishing, which achieves click-through rates 4.5 times

higher than traditional phishing [7].

7. The Financial Sector Is Disproportionately Targeted

The financial sector emerges across sources as the primary target environment:

• Deepfake AI attacks mainly target C-level executives, finance, HR, and customer

support teams because they have access to sensitive data and authorization

capabilities [1].

• Finance teams are primary targets because they can directly authorize fund transfers

[5], [6].

• Deloitte's 2024 report found 25.9% of executives reported deepfake incidents in their

organizations [2].

• A Medius survey found 53% of finance professionals had been targeted by deepfake



scams, with 43% admitting to falling victim [2].

• The financial sector is particularly exposed due to reliance on trust-based

communications [2].

• Deepfake incidents in fintech surged 700% in 2023 [18].

• Sectors like cryptocurrency, fintech, and financial services are disproportionately

affected [4].

• Even among financial institutions, 93% expressed concerns over AI-powered fraud

[13].

• Customer relationships may be tested when determining whether a fraud loss is borne

by customers or their financial institutions [18], raising unresolved liability questions.

The media sector also saw a 274% increase in identity fraud between 2021 and 2023 [2],

and every second business globally reported incidents of deepfake fraud in 2024 [4],

suggesting the threat extends well beyond finance. Small and mid-sized businesses

accounted for 70.5% of all data breaches in 2025 [6], though this figure may conflate

deepfake fraud with broader breach categories.

8. The Democratization of Attack Tools Lowers the Barrier to Entry

A critical accelerating factor is the democratization of attack tools. Consumer-facing

tools from major technology companies—OpenAI's Sora 2, Google's Veo 3—and numerous

startups have made deepfake creation accessible to anyone with minimal technical skill

[12]. Scamming software is available on the dark web for as little as $20 [18], and

deepfake technology is becoming both cheaper and more accessible [17].

This dramatically lowers the barrier to entry for attackers. Capabilities previously

available only to well-resourced nation-state actors are now within reach of ordinary

cybercriminals [17], [18]. Once a convincing deepfake model is created, it can be

deployed repeatedly at near-zero marginal cost [18]. The implication is that the attack

surface expands not just in sophistication but in the number of potential attackers.

9. Executive Visibility Creates an Expanding Attack Surface

A recurring theme is that the very practices that define modern corporate leadership—

public earnings calls, keynote speeches, social media presence, media interviews—provide

the training data attackers need:

• Executive visibility (social media posts, keynotes, earnings calls) provides training data

for attackers to create synthetic media [3].

• Publicly available media of executives provides sufficient training data for creating

convincing deepfakes [5].

• Deepfake AI attacks mainly target C-level executives [1] because of their authority and

the availability of their voice/face data.

This creates a paradox: organizations that encourage executive thought leadership and

public engagement are simultaneously increasing their vulnerability to impersonation

attacks. The 3-second audio requirement for voice cloning [5], [6], [8], [12] means

virtually any public speech, earnings call, or media interview provides sufficient material.

10. Current Defenses Are Insufficient but Not Without Promise

What is recommended but unproven. The sources collectively recommend multiple

defense strategies—callback protocols, dual authorization, code words, out-of-band



verification, employee training, AI-based detection tools, behavioral analytics—but no

source provides quantitative effectiveness data for any of these controls [1], [4], [5], [6],

[7], [8], [9], [12], [15], [17], [18], [19]. The callback protocol, recommended as "the single

most effective defense" [6], assumes it cannot be bypassed through SIM swapping or

phone system compromise—an assumption that may not hold [6].

Training shows partial promise. A September 2024 study by Lisbon University found that

vishing awareness training reduced scam success rates from 77% to 33%—a significant but

incomplete reduction [19]. AI-powered phishing achieves click-through rates 4.5 times

higher than traditional phishing [7], suggesting that traditional training is substantially

less effective against AI-generated content. The tension between claims that human

judgment is "inadequate" [12] and vendor claims that training is effective [13], [15], [19]

remains unresolved.

Infrastructure-level solutions are emerging but not adopted. Cryptographic content

provenance standards (C2PA) and multimodal forensic tools (e.g., Deepfake-o-Meter) are

recommended [12], but no data exists on how many organizations have actually adopted

these standards [12]. Facebook and Microsoft are cited as developing AI-based detection

software [9], but no effectiveness data is provided.

Detection tools lack independent validation. Tech companies' deepfake detection

systems (watermarking, metadata tagging) are not yet foolproof [2]. For audio deepfakes,

the technology industry is acknowledged as being behind in developing tools to identify

fake content [18]. No source provides independent, real-world data on how effective

current deepfake detection tools are against state-of-the-art AI-generated content [12],

[15].

The regulatory landscape is expanding but unproven. Forty-six US states have enacted

deepfake-specific legislation since 2022, with 146 bills introduced in 2025 alone [8]. The

federal TAKE IT DOWN Act became law in 2025 [8]. NIST IR 8596 and Colorado S.B.

24-205 represent emerging frameworks [7]. The EU AI Act and US FTC investigations are

mentioned as regulatory responses [2], but enforcement is described as "patchy" with

lacking global coordination [2]. No source assesses whether these regulatory measures

are actually improving organizational readiness [2], [7], [8].

Contradictions & Debates

Source Agreement vs. Potential Compounding Bias

Multiple sources cite overlapping statistics (e.g., the $1.1 billion US loss figure [2], [3], [4],

[6], the 680% voice cloning increase [3], [5], the 24.5% human detection rate [4], [5], the

$40 billion 2027 projection [2], [3], [4], [7], [8], [18]). However, these figures often trace

back to the same upstream vendor reports—particularly Deloitte, Keepnet Labs, and

various AI security vendors. This creates a risk of circular citation, where a statistic gains

apparent credibility through repetition across sources that share a common origin. The

convergence of figures is genuine but may overstate the precision of the underlying data.

The Deloitte $40 billion projection, for instance, appears in at least six sources [2], [3],

[4], [7], [8], [18] but originates from a single proprietary model with limited

methodological transparency [18]. The specific growth rates for individual fraud types

under conservative, base, and aggressive adoption scenarios are not disclosed [18].



Preparedness Metrics: Self-Reported vs. Observed

All available preparedness data comes from self-reported surveys [3], [4], [14], where

respondents assess their own readiness. No source provides observed or tested

preparedness metrics (e.g., red-team exercise results, actual incident response

performance). This means the 80% "no protocol" figure [4] and 5% "comprehensive

prevention" figure [4] could be either overstated or understated.

Discrepancy in Self-Reported Exposure

The business.com survey found only 3% of companies reported being specifically targeted

by deepfake attacks in the past year [14], yet over 10% had faced deepfake fraud at some

point [14], and 72% had experienced some form of fraud [14]. This gap may reflect

underreporting, detection failure (companies may not know they were targeted), or the

early stage of the deepfake threat at the time of the 2024 survey. Given the 900% growth

documented between 2023 and 2025 [12], actual exposure as of May 2026 is almost

certainly much higher.

Scale of the Threat Relative to Other Cyber Risks

No source in this set compares deepfake fraud quantitatively to other AI-enabled cyber

threats such as automated credential stuffing, AI-generated malware, or AI-accelerated

phishing at scale. The sources implicitly treat deepfake fraud as the primary AI

cybersecurity threat, but this prioritization is not established with comparative data.

Training Effectiveness vs. Indistinguishability

There is a fundamental tension in the evidence base. Sources that promote training [13],

[15], [16], [19] claim it reduces attack success rates (e.g., the Lisbon University study

showing vishing success dropping from 77% to 33% [19]). However, sources that describe

the current state of deepfake technology [12] argue that voice cloning has crossed an

"indistinguishable threshold" and that "human judgment will become completely

inadequate as a defense" [12]. If AI-generated content is truly indistinguishable, the

training-based approach faces fundamental limitations. Even with training, one in three

simulated vishing attacks still succeeded [19].

Defense Effectiveness: Assumed, Not Demonstrated

Sources from security vendors [13], [15] confidently recommend specific prevention

strategies but provide no independent evidence of their effectiveness against AI-powered

attacks. The callback protocol—recommended as the most effective single defense [6]—

assumes it cannot be bypassed through SIM swapping or phone system compromise, an

assumption that is identified but not tested [6]. Recommended controls also assume

businesses have the resources and willingness to implement them [6], which may not be

true for smaller organizations.

Disagreement on Scale of Losses

Sources cite different loss figures for the Arup incident: $25 million [6], [14] versus $25.6

million / 200 million HKD [7], [8], [9]. The discrepancy is minor and likely attributable to

currency conversion rounding. More significantly, sources diverge on total fraud loss

scales: the FBI reports $893 million in AI-related fraud for 2025 [8], while the $1.1 billion

figure for US corporate deepfake fraud in 2025 [3], [6] comes from an unidentified

dataset. These may measure different categories.

Regulatory Response: Adequate or Insufficient?



Forty-six US states have enacted deepfake-specific legislation since 2022, with 146 bills

introduced in 2025 alone, and the federal TAKE IT DOWN Act became law in 2025 [8].

NIST IR 8596 and Colorado S.B. 24-205 represent emerging frameworks [7]. However, no

source assesses whether these regulatory measures are actually improving organizational

readiness, and the pace of legislation appears to lag the pace of threat evolution

significantly. Enforcement is described as "patchy" with lacking global coordination [2].

Deep Analysis

The Vendor Interest Problem

A critical analytical concern pervades the evidence base. Nearly every source in this set

has a commercial interest in emphasizing the severity of deepfake threats:

SSOOUURRCCEE TTYYPPEE KKEEYY  BBIIAASS

Fortinet [1], [16] Cybersecurity vendor

Selling security solutions;

recommendations align with

commercial offerings

TenIntelligence [2]
Fraud investigation and

consulting firm
Incentive to attract clients

Fortune [3]

Business publication;

author is a crisis

communications advisor

Professional interest in selling

new protocols

Keepnet Labs [4],

[13], [15], [17], [19]
Cybersecurity vendor

Selling deepfake simulation and

training products; 5 of 19

sources come from this vendor

Brightside AI [5]

Vendor of deepfake

simulation and training

solutions

Commercial interest

Linkenheimer LLP /

LinkCPA [6]
CPA firm

May conflate deepfake fraud with

broader breach categories

Vectra AI [7] Cybersecurity vendor
Promotes behavioral analytics as

alternative

CybelAngel [8]
Digital risk protection

vendor

Commercial interest in threat

amplification

CoverLink [9] Insurance brokerage
Commercial interest in promoting

insurance coverage

Business.com [14] Content/SEO platform
Self-commissioned survey may

serve marketing objectives

Deloitte [18]
Professional services

firm

Promotes fraud prevention

consulting; proprietary

prediction model

The academic expert cited in [12] (Siwei Lyu) directs a media forensics lab that develops



deepfake detection tools, creating a potential vested interest in emphasizing threat

severity [12].

This does not mean the evidence is false, but it means the aggregate picture may

systematically overstate threat severity, understate existing defenses, and frame vendor

products as necessary responses. The absence of independent academic research,

government assessments, or data from organizations that successfully repelled deepfake

attacks is a significant evidentiary gap. The FBI data ($893 million in AI-related complaints

[8]; $16.6 billion total cybercrime [7]; $2.7 billion BEC losses [13]) and the WEF survey

data (87% rising vulnerabilities [7]; 73% organizations affected [7]) represent the most

independent evidence points.

The Verification Crisis

The central problem illuminated across all sources is a verification crisis. Traditional trust

signals—voice recognition, video appearance, caller ID, email confirmation—are all

compromised [1], [5], [6], [8], [12], [17]. As noted in one source, the Arup case "shattered

the assumption that video calls are inherently trustworthy" [8]. The recommended

procedural controls—callback protocols, out-of-band verification codes, dual

authorization [6], [8], [15]—add friction to workflows, creating tension with business

efficiency. Moreover, as these defenses become standard, sophisticated attackers may

adapt (e.g., by compromising phone systems or using SIM swapping to intercept

callbacks). No source addresses this arms-race dynamic.

The core dilemma is this: if deepfakes have truly crossed the "indistinguishable threshold"

[12], then:

• "Verify over a call" is obsolete [12], [15]

• "Train employees to spot fakes" is fundamentally limited [12]

• "Use multi-factor authentication" is targeted by AI-optimized QR phishing and MFA

fatigue attacks [15]

• Only infrastructure-level protections (cryptographic content provenance) and

procedural safeguards (pre-established out-of-band verification) remain viable [12],

[15]

Financial Impact Trajectory

The financial trajectory is steep and accelerating, with multiple data points supporting

exponential growth:

• 2019: Isolated incidents in the low hundreds of thousands ($243,000 UK case) [3], [5],

[9], [11]

• 2023: $12.3 billion in total generative AI-enabled fraud (Deloitte estimate) [7], [8], [18];

700% surge in fintech deepfake incidents [18]

• 2024: $360 million in US corporate account losses [3], [4]; $39 million single incident

in Hong Kong [5]; $16.6 billion in total US cybercrime [7]; BEC volume surged 103%

[13]

• 2025: $1.1 billion in US corporate account losses (triple 2024) [3], [4], [6]; $893 million

in FBI AI-related complaints [8]; $2.7 billion in global BEC losses [13]; $547.2 million in

just the first half [4]; 73% of organizations affected by cyber-enabled fraud [7]

• 2026: >$200 million in global losses in Q1 alone [2]

• 2027 projection: $40 billion in US generative AI fraud (Deloitte) [2], [3], [4], [7], [8],



[18]; up to $11.5 billion in generative AI email fraud alone under aggressive scenario

[18]

The tripling from 2024 to 2025 [3], if sustained, implies continued exponential growth.

However, the $40 billion 2027 projection from Deloitte's Center for Financial Services is

based on proprietary models with limited methodological transparency [18]. Its specific

growth rates, assumptions, and scenarios under conservative, base, and aggressive

adoption scenarios are not disclosed [18].

The Reporting Gap and True Scale

The convergence of FBI data ($893 million in 22,000 AI-related complaints [8]) with the

Congressional estimate that fewer than 5% of victims report [8] suggests the true annual

cost of AI-enabled fraud in the US alone could be in the tens of billions—consistent with

Deloitte's $40 billion projection for 2027 [2], [3], [4], [7], [8], [18]. The 73% of

organizations affected by cyber-enabled fraud in 2025 (WEF) [7] further supports the

view that current reported figures dramatically understate the problem. The 4% recovery

rate for scam losses [13] further suggests that even when attacks are detected, recovery

is minimal.

SME Vulnerability

Small and mid-sized businesses face disproportionate risk. They accounted for 70.5% of

all data breaches in 2025 [6], typically lack dedicated security teams [6], and the

economic viability of advanced detection infrastructure is unclear for companies with

median profits of $450,000 [14]. However, nearly all data in the sources focuses on large

enterprises and high-profile incidents. How small and medium enterprises are specifically

affected by deepfake fraud, and what the cost of protection is for organizations without

large security budgets, remains poorly documented.

Insurance as a Financial Backstop: Untested

Insurance coverage (commercial crime and cyber insurance) is promoted as financial

protection against deepfake losses [9], but this recommendation comes from an

insurance brokerage with a clear commercial interest. No source provides data on

whether existing insurance policies actually cover deepfake-related losses, how many

successful claims have been paid, or whether insurers are adjusting premiums or

exclusions in response to the deepfake threat. The Euler Hermes connection in the

energy sector case [11] is the only insurance mention, providing no claims data. This is a

significant gap: if insurers do not cover AI-powered fraud losses, or if coverage is being

restricted, the true financial impact on victim organizations is substantially larger than

the direct loss figures suggest.

The Legal and Regulatory Vacuum

The legal landscape for AI-powered social engineering is characterized by significant

gaps:

• Accountability is difficult to establish due to anonymity and global jurisdiction issues

inherent in cybercrime [17].

• Laws are still evolving, with many regions lacking specific regulations to address

deepfake threats [17].

• Privacy concerns arise from both the creation of deepfakes and the surveillance-heavy

detection methods required to combat them [17].



• Reputational harm to individuals and organizations impersonated by deepfakes adds

another dimension of damage [17].

• The US Treasury has flagged that existing risk management frameworks may not be

adequate for AI-era threats [18].

This regulatory vacuum means that even when attacks are detected, victims may have

limited recourse and attackers face limited deterrence.

Implications

For Corporate Governance

Deepfake threats require board-level attention and cross-functional coordination that

most organizations currently lack. Fortune argues that deepfakes represent a security

threat, financial risk, and reputational hazard simultaneously [3], implying that traditional

organizational silos (IT handles cybersecurity, finance handles fraud, communications

handles reputation) are structurally inadequate for this threat class. The 85% of

executives who view deepfakes as an "existential" threat [9] and the 72% who identify AI-

enabled fraud as their top operational challenge for 2026 [6] signal awareness—but only

32% believe their organizations are equipped to handle it [3], [9]. This expectation-reality

gap represents both a governance failure and an urgent action item.

For Financial Controls

The convergence of voice cloning (3-second audio requirement) [5], [6], [8], [12], video

conference fabrication [5], [9], and human detection failure (24.5% accuracy) [4], [5]

means that financial authorization protocols relying on voice or video verification are

fundamentally compromised. The average loss per incident ($500,000+) [4], [5] and

individual losses reaching 10% of annual profits [14] suggest that even a single successful

attack can be materially significant or existential. Finance teams must implement

mandatory out-of-band verification for all wire transfers above specified thresholds, with

pre-agreed verification codes [6], [8], [15]. Dual authorization for financial transactions is

no longer optional but essential [6]. The lesson from Arup is that compliance with senior

leadership requests can itself be an attack vector [6].

For Security Teams

Traditional "spot the typo" security awareness training is no longer effective against AI-

generated phishing [7]. Layered defense across network, identity, and email surfaces is

recommended [7], but implementation requires significant budget and expertise that

many organizations—especially SMEs—may lack. The tension between claims that human

judgment is "inadequate" [12] and vendor claims that training is effective [13], [15], [19]

needs resolution. If AI-generated content is truly indistinguishable, the security industry

needs to pivot from awareness-based to architecture-based solutions [12].

For Regulators and Policymakers

The legislative response is accelerating (146 US bills in 2025, 46 states with deepfake laws

[8]; TAKE IT DOWN Act [8]) but enforcement and effectiveness are unproven. The

underreporting problem (estimated 95% of victims don't report [8]) means policymakers

are making decisions based on a fraction of the actual threat picture. Liability frameworks

for AI-enabled fraud losses need clarification, particularly regarding the allocation of



losses between financial institutions and customers [18]. International cooperation is

needed to address cross-border AI-enabled fraud [17].

For the Cybersecurity Industry

The rapid growth in deepfake threats creates both a genuine security challenge and a

significant market opportunity. The fact that 80% of companies lack response protocols

[4] represents an addressable market, but also a genuine vulnerability. The challenge for

the industry is distinguishing between vendor-inflated threat assessments and evidence-

based risk evaluation—and for customers, evaluating vendor claims critically when every

vendor has a financial incentive to amplify the threat.

For the Insurance Industry

Deepfake-related losses represent a growing exposure that may not be adequately priced

or excluded in existing policies. No source provides evidence on actual claim outcomes

for deepfake fraud, creating uncertainty for both insurers and policyholders. Cyber

insurance premiums are likely to rise significantly, and coverage for deepfake losses may

become more restricted.

Future Outlook

Optimistic Scenario

The rapid growth in documented incidents and financial losses drives genuine

organizational awakening. Companies implement multi-layered verification protocols,

invest in AI-powered detection tools, conduct regular deepfake tabletop exercises, and

establish cross-functional crisis response teams. Rapid adoption of cryptographic content

provenance standards (C2PA) [12] and AI-powered detection tools creates an

infrastructure layer that can authenticate communications at the platform level. Major

technology companies that have released consumer deepfake tools (OpenAI, Google) [12]

implement robust watermarking and authentication. Regulatory frameworks (EU AI Act

enforcement, potential US legislation, TAKE IT DOWN Act implementation [8]) create

minimum standards and clear liability rules. Detection technology improves faster than

generation technology. The 24.5% human detection rate [4], [5] improves substantially

with training and tooling. Vishing training, which has already been shown to cut scam

success rates roughly in half [19], scales across industries. Reported fraud losses plateau

as defenses catch up to attack sophistication and underreporting decreases.

Probability assessment: Low to moderate. The sources provide no evidence that this

transition is underway at scale. The 32% self-assessed readiness [3], [9], 80% protocol

absence [4], and continuing growth in attacks suggest momentum is still running in the

wrong direction.

Base Case

Awareness grows but action lags. Most large enterprises eventually adopt some deepfake-

specific controls, but small and medium enterprises remain largely unprotected. Financial

losses continue to grow substantially, though perhaps not at the tripling-per-year rate

seen 2024–2025 [3]. BEC losses exceed $5 billion annually by 2027 based on current

growth rates [13]. The $40 billion 2027 projection [2], [3], [4], [7], [8], [18] may be

approached but is likely reached somewhat later as a subset of companies harden



defenses while the majority remain vulnerable. Detection technology improves

incrementally but remains a step behind attack capabilities [6], [7]. Vendor-driven

solutions proliferate but effectiveness varies. Regulatory frameworks expand but

enforcement remains uneven. The gap between large enterprises (which can afford

advanced detection infrastructure) and small-to-mid-size businesses (median profit

$450K [14]) widens dramatically. Training-based approaches provide marginal benefit but

cannot address the indistinguishability problem [12]. C2PA adoption remains patchy and

concentrated in media and technology companies. Cyber insurance premiums rise

significantly and coverage for deepfake losses becomes more restricted.

Probability assessment: Moderate. This extrapolates current trends with modest

improvement.

Pessimistic Scenario

Deepfake generation technology continues to outpace detection capabilities. Real-time

deepfake synthesis becomes fully operational by late 2026, making video-call-based

verification completely unreliable [12]. Attackers leverage AI not only for media

generation but for targeting, timing, and social engineering optimization. Autonomous

multi-step AI attack agents [15] enable fully automated fraud campaigns at scale,

overwhelming human and AI defenses simultaneously. The volume of deepfakes (already 8

million in 2025 [3], [12]) overwhelms manual and automated review capacity. Losses

exceed the $40 billion 2027 projection [2], [3], [4], [7], [8], [18]. Trust in digital

communications erodes significantly, affecting not just corporate fraud but broader

institutional legitimacy [1], [12]. A major critical infrastructure attack—potentially in the

energy or financial sector, building on precedents like the 2019 energy sector case [11]—

causes cascading failures. The 4% recovery rate for scam losses [13] becomes the norm

for AI-powered fraud, making it effectively a permanent transfer of wealth from victims to

attackers. Cyber insurance markets face claims overwhelming reserves. Companies that

fail to act early face existential financial and reputational damage.

Probability assessment: Moderate, particularly if detection technology plateaus or if

attackers achieve reliable real-time deepfake generation for live interactions. The sources

provide evidence that several of these developments are already underway.

Unknowns & Open Questions

Success rate of attacks: What percentage of deepfake fraud attempts succeed

versus being detected or blocked? No source provides this data [4]. Without it, the

true risk is unknowable.

01

True scale of losses: Congressional researchers estimate fewer than 5% of victims

report [8], meaning the actual cost could be orders of magnitude larger than

reported figures. No source provides a rigorous estimate of the reporting gap or

true total losses.

02

Comparative threat ranking: How does deepfake fraud compare quantitatively to

other AI-enabled cyber threats (automated malware, AI-generated phishing at

scale, credential stuffing, AI-generated ransomware)? No source provides

03



comparative data.

Detection technology effectiveness: What are the real-world performance

characteristics (accuracy, false positive rates, latency, adversarial robustness) of

available deepfake detection tools? No source provides independent evaluation

data [1,4,5,12,15,17].

04

Effectiveness of recommended controls: What is the actual effectiveness rate of

callback protocols, out-of-band verification codes, dual authorization, and other

recommended defenses? No source provides quantitative data [6,7,8,9,15,19]. Is the

callback protocol vulnerable to SIM swapping or phone system compromise? This is

identified as an assumption [6] but not tested.

05

C2PA adoption rates: No data exists on how many organizations have actually

adopted cryptographic content provenance standards [12]. Without this, the

recommendation for infrastructure-level protection remains aspirational.

06

Recovery and resilience: Beyond the 4% recovery claim [13], no source discusses

incident response effectiveness, recovery timelines, or organizational resilience

after successful AI-powered fraud attacks. What happened to the $25.6 million

stolen from Arup? [6,7,8,9]

07

SME vulnerability: Nearly all data focuses on large enterprises and high-profile

incidents. How are small and medium enterprises affected, and what is the cost of

protection for organizations without large security budgets? [2,4,6,14]

08

Cost-benefit of defenses: No source provides a cost-benefit analysis comparing the

investment in deepfake defense technologies and training against expected risk

reduction [1,4,5,17,18,19].

09

Insurance coverage adequacy: Will cyber insurance actually pay out for deepfake

losses? No source provides claims data or legal precedent [9,18]. Are insurers

adjusting premiums or exclusions in response?

10

Geographic variation: North America and Asia-Pacific are noted as regions with

massive increases in fraud incidents [4], but detailed breakdowns by region,

regulatory environment, or economic context are absent. What is the geographic

distribution of deepfake fraud beyond the US?

11

Industry-level variation: No source provides industry-level breakdowns of threat

exposure or preparedness beyond basic financial sector data [1,2,4,5,18].

12

Regulatory impact: What effect will the EU AI Act, the TAKE IT DOWN Act [8], and

potential future legislation have on corporate preparedness and attacker behavior?

No forward-looking regulatory impact analysis is available.

13

Attacker economics: What are the cost and skill barriers for launching deepfake

fraud campaigns? If costs continue to fall ($20 for scamming software [18]; three

14



seconds of audio for voice cloning [5,6,8,12]), the barrier to entry may already be

negligible for organized criminal groups.

Successful defense examples: No source provides case studies of organizations

that successfully detected or repelled deepfake attacks [3,5]. Understanding what

works is as important as understanding what fails.

15

Real-time deepfake attack prevalence: While real-time synthesis is described as an

emerging capability [12], no confirmed cases of real-time deepfake video fraud in

business contexts are documented in these sources.

16

Interaction with other threats: How do AI-powered social engineering attacks

interact with technical exploits, ransomware, or supply chain attacks? The sources

focus narrowly on social engineering without addressing combined attack

scenarios.

17

Telecom infrastructure role: What role should telecom providers and call-blocking

technology play in mitigating AI-powered vishing? [19] No source addresses this.

18

Evidence Map

TTHHEEMMEE SSOOUURRCCEESS SSTTRREENNGGTTHH KKEEYY  EEVVIIDDEENNCCEE KKEEYY  LLIIMMIITTAATTIIOONN

Financial losses

(US, 2024–2025)

[2],

[3],

[4],

[6],

[7], [8]

Strong

convergence

$360M→$1.1B

(2024→2025);

>$200M global Q1

2026; $893M FBI AI

complaints

Multiple

sources trace

to same

upstream data;

underreporting

estimated at

95%

Financial losses

(per incident)

[4],

[5],

[19]

Moderate

>$500K average;

$680K for large

enterprises; $14M

average vishing

Self-reported

data; varies

by attack type

2027 projection

($40B)

[2],

[3],

[4],

[7],

[8],

[18]

Moderate

convergence

Single upstream

source: Deloitte

Proprietary

model;

methodology

undisclosed;

widely cited

but

unverifiable

Deepfake

volume growth

[3],

[4],

[7],

[12]

Moderate

convergence

500K→8M

(2023→2025); ~900%

annual growth

DeepStrike

methodology

unpublished

Attack volume

growth

[4],

[8],

[9],

Moderate–

Strong

3,000% since 2022;

1,600% vishing Q1

2025; 103% BEC

Vendor-sourced

statistics;

circular
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[13]
surge; 1,210% AI

fraud growth
citation risk

Voice cloning

growth

[3],

[5],

[8],

[12]

Moderate

convergence

680% increase; 3-

second audio

requirement;

"indistinguishable

threshold"

Expert opinion

from those

with detection

tool conflicts

Organizational

unpreparedness

[3],

[4],

[7],

[9],

[14]

Moderate

(self-

reported)

80% no protocols;

5% comprehensive

prevention; 32%

feel prepared; 61%

no deepfake

protocols; 85%

view as

existential threat

All self-

reported; no

observed/

validated data

Training gaps
[4],

[14]

Moderate

(two

surveys)

>50% zero

training; 19% UK

cyber training;

32% no confidence

in employee

recognition

Self-reported;

UK-specific

figures

Human

detection limits

[4],

[5],

[8],

[12],

[19]

Moderate

convergence

24.5% accuracy for

video; 52% fooled

by AI vishing

bots; 24% lack

confidence

Limited

independent

studies;

expert with

conflict of

interest [12]

Documented

incidents

[2],

[3],

[5],

[6],

[7],

[8],

[9],

[10],

[11],

[13],

[14],

[15]

Strong

(verifiable

cases)

Arup $25M+; UK

€220K; Singapore

$499K; Italy ~€1M;

WPP failed; Hong

Kong $39M

No recovery

data; no

perpetrator

data; paywall

limits

Target profiles

[1],

[2],

[4],

[5],

[6],

[7],

[13],

[17],

[18]

Strong

convergence

C-suite, finance,

HR; financial

sector most

exposed; 53% of

finance

professionals

targeted

Vendor bias in

most sources

BEC as dominant

vector

[7],

[8],

[13]

Moderate–

Strong

$2.7B losses; 103%

volume surge; 40%

AI-generated; 89%

impersonate

authority

Via vendor

summaries of

FBI data
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Training

effectiveness
[19] Moderate

Lisbon University:

77%→33% success

rate reduction

Vendor-sourced

citation;

limited

methodology

disclosure

Detection

technology gaps

[1],

[2],

[4],

[5],

[12],

[17],

[18]

Moderate

Biometric bypass;

"indistinguishable

threshold";

industry behind on

audio detection

No independent

evaluation

data

Vendor bias risk
All

sources
High

Nearly all primary

sources published

by vendors or

consultants with

commercial

interests

FBI, WEF, and

Lisbon

University

represent

partial

counterweights

Regulatory

landscape

[2],

[7],

[8],

[17]

Weak–

Moderate

46 states, 146

bills, TAKE IT

DOWN Act; US

Treasury

inadequate

framework

assessment

No enforcement

or impact

data; patchy

global

coordination

Insurance

coverage

[9],

[11],

[18]

Weak

Promoted by

insurance broker;

Euler Hermes

mentioned

No claims

data; no legal

precedent; no

coverage

analysis

SME

vulnerability

[6],

[14]
Weak

70.5% of breaches;

median profit

$450K

Source

methodology

unclear; may

conflate

breach types

Democratization

of tools

[12],

[17],

[18]

Moderate

Sora 2, Veo 3

available; $20

dark web software

Publicly

verifiable

that these

tools exist

Underreporting [2], [8] Moderate

FBI data +

Congressional

estimate of <5%

reporting

No

quantitative

estimate of

true total

losses

Communications

gap
[3]

Weak

(opinion

piece)

No crisis

protocols; comms

teams unprepared

Single source;

Fortune author

has

professional

interest
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